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Abstract 
Today Point-Of-Care system is being intensively used for moderating the medical influx in medical centres, with the patient’s 
information liaised over internet to remote servers, hosted inside the hospital. Risk of Information Security of the data transmitted 
over internet is the biggest concern. To overcome the challenges of security, ECG-Steganography technique using Integer-to-
Integer wavelet transform is proposed. Spatial domain steganography is executed wherein lifting scheme based Integer-to-Integer 
wavelet transform is employed to conceal the patient information in LSB location. Further, the data is scrambled inside the ECG 
signal through scrambling matrix and shared key. The patient’s ECG signals are collected from Powerlab-Labchart system and 
PhysioNet database. The patient’s information and physiological parameters are hidden inside the ECG signal and therein 
watermarked ECG signal is produced. The PRD of original and Watermarked ECG signal is measured and a maximum value of 
0.4% is obtained. Based on the result, it is observed that the hidden data is extracted perfectly. 
 
© 2016 The Authors. Published by Elsevier Ltd. 
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1. Introduction 
The aid of technology has helped the medical industry to overcome the challenges to vast extend and one such is 
remote Point of Care (POC) System. This in-home patient care systems monitor patient information and are 
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transmitted to the remote health-care provider to take timely actions in case of necessity. As the information 
transmitted over internet encounter several security and privacy threats, patient’s privacy and confidentiality must be 
protected as mandated by the Health Insurance Portability and Accountability Act (HIPAA) [1]. According to 
HIPPA, patient’s important data must be accessed by the authorized persons only. Also the information must be 
secured during communication as well as at the hospital severs where it is stored. There are techniques in which 
sensitive information are hidden inside a host data without causing noticeable changes in the host data. These 
techniques are called steganography techniques. Steganography is the practice of obscuring the message so that it 
cannot be discovered and Steganalysis is the art of discovering the existence of hidden information. An image or 
signal which has undergone stegnographic technique is called stego-image/signal. Further security techniques which 
are based on encryption and cryptographic algorithms can be incorporated to secure data during communication and 
storage [1].  
    Accordingly, it is of crucial importance to implement a security technique, which has powerful communication 
and storage security. In this paper, patient’s Electrocardiogram (ECG) is used as the host data. ECG signals are 
widely used in the remote patient monitoring systems which can be used for the purpose of secure data transmission. 
ECGs are bio-metric signals that reflect the heart electrical functionality over time. These are obtained through ECG 
sensors in the portable wireless monitoring system. The other body sensor nodes will be used to collect glucose 
reading, temperature, location and blood pressure. Thus patient confidential information and physiological readings 
can be hidden inside the ECG signal without increasing its original size. This process of hiding data inside ECG 
signal is called ECG steganography. This stego-ECG signal is transmitted to the hospital servers via internet. The 
ECG signal as well as the hidden information is stored at the hospital server. Doctors can take appropriate actions 
for further processing or diagnosing. Security technique is provided in such a way that, only authorized persons can 
access the hidden data containing the confidential information. 
2. Related Research 
Several techniques have been proposed so far, to secure data inside ECG signal. A reversible watermarking 
algorithm, based on wavelet transform was developed in [2], in which watermark is embedded inside the high 
frequency coefficients without disturbing QRS complex. They have used Haar wavelet transform based on lifting 
scheme, which accomplished perfect extraction of, embedded watermark. Based on their result, it is found that the 
algorithm worked perfectly for normal ECG signals only. A quantization-based digital watermark encryption 
technology have been proposed in [3], for patient right and information protection inside ECG signals. In their work, 
ECG signal is cut into seven segments and seven levels of wavelet decomposition are applied. Watermark is 
embedded into the lowest frequency wavelet coefficients in level seven. Though their embedding algorithm provides 
finite embedding capacity, the watermarked ECG signal has noticeable changes from the original ECG signal. 
Another wavelet based data hiding technique for ECG signal was proposed in [4], which includes a new security 
technique, comprising steganography and cryptography. Also they have introduced security protocol which is based 
on scrambling matrix and shared key.  The patient data is encrypted using shared key and the encrypted bits are 
embedded into the wavelet coefficients, which are scrambled using scrambling operation. They used Percentage 
Residual Difference (PRD) and Weighted Wavelet WWPRD to measure the effectiveness of watermarking. Since 
they have applied different staganography level during embedding, their method was able to hide large amount of 
data inside the ECG signal.  In this work, it has been proven that the proposed steganography technique does not 
affect the significant features of the ECG signals. The PRD of modified watermarked ECG segments were very low 
for both normal and abnormal ECGs. Though in this paper they argue that they have obtained a BER of extracted 
message, less than 1%, in discrete wavelet transform, the used wavelet filters have floating point coefficients so that, 
if the values of the wavelet coefficients are changed during watermark embedding, the corresponding watermarked 
host data is no longer guaranteed to have integer values[5].  Any truncation of the floating point values of the 
coefficients may result in a loss of information and may ultimately lead to the failure of the reversible watermarking 
systems, that is, the original ECG signal cannot be reconstructed from the watermarked ECG signal. To avoid this 
problem, an invertible integer-to-integer wavelet transform based on lifting can be used. It maps integers-to-integers 
and does not cause any loss of information through forward and inverse transforms.  Lifting schemes is one of many 
techniques that can be used to perform integer wavelet transform and it is also the scheme used in this paper. 
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3. Methodology 
The proposed system consists of a sender steganography side and a receiver steganography side. The block 
diagram in fig. 1 shows the sender steganography side. 
3.1. Encryption 
    At this stage, the patient information is converted to an unreadable format, to secure the information and prevent 
unauthorized access of the data.  XOR ciphering encryption [4] technique is used due to its simplicity. Fig. 2 shows 
the type of information which can be embedded into the ECG signal. 
 
 
Fig. 1. Block Diagram of Sender Steganography 
 
 
 
Fig. 2. Patient Information and sensor readings 
3.2. Integer-to-Integer Wavelet Transform 
     In the proposed technique Integer-to-Integer wavelet transform based on lifting scheme is applied for wavelet 
decomposition. Digital signals are usually a sequence of integers, while wavelet transforms results in floating point 
numbers. For an efficient reversible implementation, it is required to have a transform that converts integers to 
integers. Fortunately, a lifting step can be modified to operate on integers, while preserving the reversibility [6, 8, 9]. 
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3.2.1Lifting Scheme 
 Lifting scheme is a technique to design wavelets. It consists of three steps; split, predict and update [6, 7] as shown 
in fig. 3. Split: Consider a signal S= (୩), k Є Z. The even-indexed samples, se = (ݏଶ௞), k Є Z and the odd-indexed 
samples,  ݏ௢ = (ݏଶ௞ାଵ) k Є Z. 
 
Fig. 3. One Lifting Step [10] 
 
Predict: Odd samples so are predicted from even samples. Odd samples are replaced by difference of odd sample 
values and predicted value to obtain detail coefficient (ߛ). 
                                  ߛ ൌ ݏ௢ െ ࡼሺݏ௢ሻሺͳሻ 
Update: Update operator is applied on details to replace the even samples as smoothed values (ߣ). The block 
diagram of the one-level lifting steps is given in fig. 3. 
ߣ ൌ ݏ௘ ൅ ࢁሺߛሻ                                                                                    (2) 
For predict and update operation nature of the signal must be known. For input ECG signals, Daubechies wavelet 
transform (db4) can be used which can be implemented with lifting scheme [6]. The values of coefficients obtained 
at predict and update phases are rounded to integer values.  Error added during forward transform can be subtracted 
in inverse transform and original values can be obtained back through reverse operation. Hence net error is zero [6]. 
Since lifting scheme uses only spacial properties, it has advantage over classical construction of wavelets. 
 
From approximation and detail coefficients obtained after one-level lifting step, detail coefficients are undergone 
second level lifting step, to generate second level approximation and detail coefficients (2 sub-bands). These 
approximation and detail values are again undergone next level lifting step to obtain 4 sub-bands. Finally this 
wavelet packet decomposition is continued till fifth level, to generate 16 sub-bands of coefficients. 
3.3. Embedding Operation 
  At this stage, a special security implementation using scrambling matrix and shared key is performed. The shared 
key is known to both the sender and the receiver and the scrambling matrix, is stored inside both the transmitter and 
the receiver. For each transmitter-receiver pair, the scrambling matrix is unique. Eqn. 3 gives the structure of 
scrambling matrix S, a 128 Χ 16 matrix and si,j is a number between 1 and 16. The scrambling matrix should meet 
the following conditions; 
x A row must not contain repeated elements 
x Rows must be unique. 
 
                                        S= ൥
ݏଵǡଵ ݏଵǡଶݏଵǡଷ ڮ ݏଵǡଵ଺
ڭ ڰ ڭ
ݏଵଶ଼ǡଵ ݏଵଶ଼ǡଶݏଵଶ଼ǡଷ ڮ ݏଵଶ଼ǡଵ଺
൩                                                             (3) 
  
1043 C.A. Liji et al. /  Procedia Technology  24 ( 2016 )  1039 – 1047 
 
 
 
Fig. 4. Block Diagram of Embedding Operation. 
 
The block diagram showing embedding operation is shown in fig. 4. The embedding stage starts with converting the 
shared key into ASCII codes. Each key character is represented by a number from 1 to 128. For each character, 
corresponding row from the scrambling matrix is selected. For example, the fetched row is as shown in eqn. 4, 
                                                      Sr = [11 2 5 8 1 16 10 13 3 7 9 6 14 12 4 15]                                                       (4) 
 
The embedding operation, starts taking the coefficients of band 11, substitute its LSB bit with the encrypted bits. 
Then, it will read the wavelet coefficient in sub-band 2, and changing its LSB bit, and so on. After embedding, the 
bands are rearranged to their original position and inverse wavelet packet transform is applied to produce 
watermarked ECG signal. 
3.4. Inverse Wavelet Transform 
 In this final stage, the resultant watermarked ECG signal is reconstructed using inverse wavelet transform based on 
lifting scheme. Inverse wavelet transform is exactly reverse process of forward wavelet transform. Reverse 
operation can be done by just changing the sign of predict and update equations. 
3.5. Watermark Extraction Process 
To extract the secret bits from the watermarked ECG signal, the following parameters are required at the receiver 
side 
1. The shared key  
2. Scrambling matrix 
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Fig. 5. Block Diagram of Watermark Extraction 
 
The stages of the extraction process are as shown in fig. 5. The first step is to apply integer-to-integer wavelet 
packet decomposition to generate approximation and detail coefficients. Data is embedded only in detail 
coefficients. So, the detail coefficients are further undergone wavelet packet decomposition based on lifting scheme 
as discussed earlier. At fifth decomposition level, 16 sub-bands of coefficients are obtained. Using the shared key 
and scrambling matrix, the bands are arranged in the order in which embedding is done and the extraction operation 
starts. Finally, the extracted LSB bits are decrypted using the same shared key. The watermark extraction process is 
almost similar to the watermarking embedding process except that instead of changing the bits of the selected band, 
it is required to read values of the bits in the selected band, and then resetting them to zero. 
4. Experimental  Result & Analysis 
In this paper, normal and abnormal ECG signals are used for the experimentation. Normal samples are collected 
from Powerlab-Labchart system [11]. Samples of different durations; were obtained which are sampled at 100Hz, 
200Hz, 400Hz, 1000Hz and 2000Hz. Abnormal ECG samples are obtained from PhysioNet database. These samples 
are of 10s duration sampled at 1 kHz. The experimental result of different stages of proposed ECG steganography 
technique is given below: 
 
Encryption: In this stage XOR ciphering encryption technique is used with an ASCII coded shared key. It is  
inferred that,  longer the shared key, stronger the encryption technique. 
 
Wavelet Decomposition: A normal ECG signal of 5s duration (sampling rate 200Hz), Myocardial Infarction ECG 
signal of 2s duration (sampling rate 1 kHz) and Arrhythmia ECG signal of 10s duration (sampling rate 1 kHz) are 
undergone five level wavelet packet decomposition based on lifting scheme. As discussed earlier, 16 sub-bands are 
obtained at fifth level of decomposition. These 16 sub-bands of integer values are used for embedding encrypted 
bits. 
 
Embedding Operation: For the embedding operation scrambling matrix and shared key are used and it is based on 
the algorithm for embedding operation. The encrypted bits are embedded inside the scrambled bands. The bits are 
embedded in the scrambled bands as shown in eqn. 4. 
 
Inverse wavelet transform:  After embedding operation the bands are re-arranged and inverse wavelet packet 
transform is applied to the watermarked coefficients. The watermarked ECG signal is similar to the original ECG 
signal. Fig. 6 - 8 shows normal and abnormal ECG signals; original and watermarked. To evaluate the proposed 
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model, the PRD (percentage residual difference) is used. PRD is measure of  difference between the original ECG 
host signal and water marked ECG signal as shown in eqn. below, 
 
                                                                   ܴܲܦ ൌ σ ሺ௫೔ି௬೔ሻమ೔ಿసభσ ௬೔మ೔ಿసభ                                                                                   (5) 
where xi represents the original ECG sample, yi  is the watermarked ECG sample and ‘N’ is number of samples. The 
PRD results of normal and abnormal ECG samples are shown in table. 1 It can be seen that, abnormal and normal 
watermarked ECG signals exhibited a little change which is unnoticeable by the human eye. A maximum PRD 
measured was 0.4%. Since the PRD is very small it is clear that, watermarking process does not affect the quality 
and hence the watermarked signal will remain diagnosable. Table 2 shows the PRD result of normal and abnormal 
ECG samples after extraction of secret bits and resetting them to zero. The maximum PRD measured was around 
0.4%. The sub-band coefficients after embedding and sub-band coefficients after decomposition at receiver side are 
found to be identical.  Thus, the hidden data is completely extracted without any error. The reliability of extracted 
data shows that the proposed technique performs perfect extraction. 
 
 
 
 
Fig. 6. Original and Watermarked Normal ECG Signal 
 
 
Fig. 7. Original and Watermarked Myocardial Infarction ECG Signal 
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Fig. 8. Original and WatermarkedArrhythmia ECG Signal 
 
 
 
 
Table 1. PRD Result of Normal and Abnormal ECG samples 
 
Sample No PRD% of Normal ECG PRD% of Abnormal ECG 
1 0.1169 0.1041 
2 0.3582 0.1487 
3 0.1072 0.0950 
4 0.0934 0.1825 
5 0.2685 0.4081 
6 0.1018 0.0199 
7 0.0940 0.0221 
8 0.0834 0.0615 
9 0.0872 0.0481 
10 0.3898 0.0473 
11 0.0295 0.0450 
12 0.0202 0.0427 
13 0.0326 0.0904 
14 0.0299 0.0933 
15 0.0280 0.0349 
16 0.0729 0.0604 
17 0.0937 0.2207 
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Table 2. PRD Result of Normal and Abnormal ECG samples after extraction of secret bits 
 
Sample No PRD% of Normal ECG PRD% of Abnormal ECG 
1 0.1102 0.2549 
2 0.3635 0.2330 
3 0.1126 0.1164 
4 0.0860 0.1943 
5 0.2785 0.4168 
6 0.1270 0.1785 
7 0.1056 0.0921 
8 0.1017 0.0801 
9 0.0986 0.0523 
10 0.4213 0.0421 
11 0.0317 0.0435 
12 0.0195 0.0567 
13 0.0358 0.1093 
14 0.0323 0.1003 
15 0.0194 0.0452 
16 0.0830 0.0596 
17 0.1073 0.2632 
 
5. Conclusion 
In this paper, an Integer-to-Integer based ECG steganography is proposed which focus on mitigating the problem 
of reliability in hiding and extracting the data inside a host ECG signal. The scrambling and encryption provide 
security to the patient’s information.  Several samples of ECG signals were tested and the quality distortion is 
measured. Normal and Abnormal watermarked ECG samples were found to have only a little change, which is 
unnoticeable by the human eye. From the experimental result a PRD value 0.4% is obtained.  It is also found that the 
hidden data can be extracted perfectly 
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